Week Three
Reading and Video Assignments

We do not have a text book for this course. Instead, here are your assigned weekly readings and videos.
Network and Computer Attacks 
This week you will learn about different types of malicious software. Malicious software, sometimes referred to as malware, includes viruses, Trojan horses, and worms; different types of malware and network attacks and how to protect their resources from them. 

Objectives and Outcomes
After completing this week, you will be able: 

· Describe the different types of malicious software and what damage they can do 

· Describe methods of protecting against malware attacks Describe the types of network attacks

· Identify different type of attacks and countermeasures 

Assigned Reading and Video
1.)   RSA Phishing Attack

http://www.f-secure.com/weblog/archives/00002226.html
2.)   Qarallax RAT: Spying on US Visa Applicants

https://labsblog.f-secure.com/2016/06/07/qarallax-rat-spying-on-us-visa-applicants/
3.)   Billion-dollar Hacker Gang Abuses Google Services To Control Malware 

http://www.forbes.com/sites/leemathews/2017/01/18/notorious-carbanak-gang-abuses-google-services-to-control-malware/#5aab13774e93
4.)  IoT Security Flaws Must Be Addressed Immediately, Warns Secure Cloudlink

http://www.informationsecuritybuzz.com/articles/iot-security-flaws-must-addressed-immediately-warns-secure-cloudlink/
5.)  Hackers Stole Data from More than 1 Billion Yahoo User Accounts 

https://www.newscientist.com/article/2116392-hackers-stole-personal-data-from-1-billion-yahoo-user-accounts/
6.)   Cyber Security: Anatomy of a Main Street Hack https://www.youtube.com/watch?v=ZJ9Q2cAnwnc
7.)   Password managers: attacks and defenses 

https://blog.acolyer.org/2017/02/06/password-managers-attacks-and-defenses/
